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1 Section 4 – Understanding and Approach to QA Services  
[RFP §6.3.2, §6.3.3.6, §5.2.3] 

 
NTT DATA's QA approach focuses on delivering excellence through a structured 
framework to confirm that project deliverables meet quality and compliance 
standards. Using our Enterprise Advantage (EA) QA framework and incorporating client 
requirements, we establish clear quality objectives aligned with industry best practices. 
Our QA team is highly experienced with this methodology, having applied it throughout 
our current engagements with New Hampshire, QA IES IVV, New York Enterprise 
MMIS/MDW and HIX projects, and across 15 Oregon projects.  
 
We understand what CalSAWS requires of its dedicated QA vendor, and we have the 
experience and capability to deliver. The Consortium can expect sustained quality, 
strong security and privacy, and clear, decision-ready evidence at each release. This 
section describes how we approach staffing, how we coordinate across the multi-
contractor ecosystem, the methodology that we employ to embed QA throughout the 
SDLC, and our approach to providing an independent test function that strengthens 
trust in outcomes while keeping State operations streamlined. 
 
What you can expect from our approach: 
• Oversight across the entire spectrum of Software Development Lifecycle phases: QA 

activities are integrated from requirements through deployment, bringing timely 
insight that supports predictable delivery and informed choices. “Pulling QC forward” 
is a core part of NTT DATA’s methodology, ensuring risks and defects are identified 
early, as opposed to escalation of critical issues late in the process. 

• Solution Agnostic: This puts our team in the best position of being an independent 
partner 

• Security, privacy, and accessibility by design: Standards compliance is an integral 
part of design reviews, testing, and readiness gates. DevSecOps is a foundational 
principle for embedding security and compliance throughout QA activities. 

• Evidence you can act on: Traceable artifacts and metrics—coverage, defect 
containment, performance/User Experience (UX) indicators—translate directly into 
clear governance decisions. 

• Coordinated execution: Roles, cadences, and change-control touchpoints are 
aligned across contractors through shared playbooks and operating work 
documents. 

• Independent assurance that scales: An independent test suite and test-data strategy 
continuously improve confidence release over release while maintaining steady State 
staffing levels. 

• Optional Artificial Intelligence (AI) QA accelerators: Our baseline plan is complete; at 
the Consortium’s direction we can activate governance-aligned AI enhancements, 
with appropriate human oversight, to responsibly increase speed and coverage (see 
approach later in this section). 

 
What success looks like: 
• Predictable, high first-pass readiness at release gates. 
• Reduced rework and higher defect containment with clear root-cause insights. 
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Figure 4. QA Services Overview  
 
The project scope includes the key project deliverables that ensure that all critical 
aspects of project management, quality assurance, risk mitigation, and training are 
addressed in a structured and comprehensive manner. Embedded within our 
approach is both Quality Assurance and Quality Control.  Quality assurance is the 
process of reviewing the quality requirements and results from QC measurements to 
verify that the appropriate quality standards and operational definitions are consistently 
used throughout the project lifecycle. QA is proactive and focuses on prevention of 
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Figure 10. Tailored waterfall/Iterative SDLC from a perspective of quality assurance and 
quality control  
 
Our Enterprise Advantage methodology provides us with documented practices and 
rules aligned to industry best practices enriched by our extensive experience from real 
projects. Section 1.2 sets the stage by outlining our comprehensive approach designed 
to managing the scope of QA work in complex environments, collaboration with other 
vendors participating in the project, performing QA risk analysis and risk assessments, 
and supporting the continuous evolution of Customer Outreach and Communications 
strategies.  
Our comprehensive approach addresses the full spectrum of project management, 
quality assurance, and independent testing requirements vital for CalSAWS’ success. 
After a transition-in phase, we develop and maintain a robust Project Management 
Plan, conduct regular status meetings, and deliver detailed monthly status reports to 
ensure transparency and accountability. Our risk and issue management processes, 
coupled with diligent schedule maintenance, enable proactive mitigation and smooth 
project execution.  
 
On the quality assurance front, we prepare a thorough QA Management Plan, perform 
systematic reviews and audits, and provide ongoing QA status reports, while effectively 
managing QA issues and defects throughout the project lifecycle—including formal QA 
closeout activities. Additionally, we execute an independent testing strategy by 
developing a tailored Independent Test Plan, conducting unbiased testing, issuing 
comprehensive test reports, managing any independent test-related issues and 
defects, and facilitating a structured test closeout process. Within our test plan, we talk 
to not only our NTT DATA resources but also CalSAW resources ensuring we do not over 
allocate beyond their commitment to balance time and quality. This integrated 
framework ensures consistent project oversight, measurable quality outcomes, and 
objective validation of deliverables. 
 
1.2.1 Response to Sub-Section 5.2.3.2, Item #UA3 
NTT DATA understands that the Consortium is operating within the CalSAWS ecosystem 
and that a collaborative and integrated approach is central to the successful 
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execution of services. The Consortium aims to create a fully integrated enterprise 
organization where multiple contractors work together harmoniously, emphasizing the 
importance of cooperative relationships and collective efforts for the benefit of the 
entire operation. This vision acknowledges the complexity of managing an Integrated 
Multi-Contractor Environment and highlights the need for structured guidelines, 
practices, and tools to facilitate effective coordination and oversight among all parties 
involved. For instance, in our work with the Arkansas Department of Human Services, 
NTT DATA successfully navigated a highly multi-vendor environment to implement a 
comprehensive benefits management system. By fostering strong partnerships among 
various contractors and establishing clear communication protocols, we ensured 
seamless integration of services and enhanced operational efficiency. This experience 
underscores our commitment to collaborative success and our ability to manage 
complex, multi-faceted projects effectively within a diverse contractor landscape. Our 
teams have also provided industry thought leadership and presented the model of 
Vendor Collaboration with our client in Tennessee.  We foster the “leave your badges” 
at the door, open communication, clear roles and responsibilities to help ensure 
collaboration and a respectful environment for this large project to continue its success.  
We bring this forward to the Consortium to foster that same success.  
 
We understand that the success of the Consortium depends on more than 
collaboration and effective project management – it requires navigating the 
complexities of a 58-county Joint Powers Authority, aligning diverse priorities, and 
coordinating across multiple contractors.  
 
Our approach is grounded in disciplined governance, robust systems engineering, and 
active participation in the established delivery integration frameworks to ensure that 
roles, responsibilities, and interfaces are clear and effective. 
 
We also recognize the operational realities of a statewide program, including the 
influence of budget cycles and the need to proactively manage risks such as change-
control bottlenecks or shared environment conflicts. By embedding structured 
mechanisms for escalation, transparency, and risk mitigation, we turn potential issues 
into opportunities for alignment and synergy. This approach supports CalSAWS in 
continuous delivery of a unified, reliable, and efficient system for counties and the 
clients they serve. 
 
To address the needs of such an environment, the NTT DATA’s QA team adopts a 
proactive and collaborative approach to managing our scope of work within the 
Consortium framework. Our strategy begins with establishing clear communication 
channels among all stakeholders, ensuring that roles and responsibilities are well-
defined and understood. We facilitate regular coordination meetings with the 
Consortium and other CalSAWS contractors to align project objectives, share updates, 
and address any emerging issues collaboratively.  
 
To enhance understanding and agreement on our responsibilities, we develop a 
comprehensive Quality Assurance Services Plan that outlines key deliverables, timelines, 
and expectations for all parties involved. This plan incorporates the guidelines set forth 
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in the CalSAWS Governance Plan, ensuring compliance with established processes and 
practices. 
 
Additionally, we implement a structured approach to monitor and evaluate the 
effectiveness of contractor interactions, utilizing performance metrics and feedback 
mechanisms to identify areas for improvement. By serving as an escalation point for 
resolving disputes and facilitating constructive dialogue among contractors, NTT DATA 
helps to maintain a cohesive working environment that supports the successful 
execution of the project. 
 
As a part of our QA projects, NTT DATA delivers thorough reviews and assessments of the 
business and technology deliverables associated with Contractor system 
implementations and upgrades. To do so, we collaborate and meet with Contractor’s 
teams regularly, provide feedback, and give recommendations for improvements as 
required. Our approach encompasses several critical tasks designed to support system 
performance and alignment with project goals. Our NTT DATA Team, starts out with 
comprehensive checklists that have been utilized on both small and large projects.  The 
are reviewed and provided to the Consortium ahead of our reviews for transparency 
and to ensure there are no other areas they wish to have us assess. Figure 19provides a 
snapshot of just one of our checklists. Our project scopes include: 
• Review and Assess Business Requirement Documentation: We examine Contractor 

business requirement documentation to confirm that it accurately reflects the desired 
system functionality based on a department’s requirements. This review ensures that 
all functional and non-functional requirements are captured, providing a solid 
foundation for testing and implementation.  Through our analysis of the information 
you provided in the RFP, we identified some possible risks for which our approach 
helps to minimize.  For example, there is a risk of multiple vendor dependencies which 
can diffuse vendor accountability.  Based on experience working across large and 
small projects with multiple vendors, we will quickly and consistently review the RACI 
and provide recommendations on how to ensure accountability.   

• Review and Assess Technical Documentation: Our team evaluates the technical 
specifications provided by Contractors for completeness, accuracy, and feasibility. 
We check for consistency with business requirements and adherence to established 
technical standards, ensuring that all documentation supports effective system 
development and integration.  

• Process Evaluation: We analyze Contractors’ development and implementation 
processes to ensure adherence to industry best practices. By identifying areas for 
improvement, we recommend optimizations that enhance efficiency and 
effectiveness, ultimately contributing to smoother project execution. 

• Code Review: NTT DATA conducts code reviews for selected applications in 
accordance with the established Code Review Plan. This process involves assessing 
code quality and adherence to best practices, ensuring that identified defects are 
addressed before deployment.   

• Support Continuous Improvement Initiatives: Our team actively identifies opportunities 
for continuous improvement in both business and technology deliverables. We 
provide guidance and support to Contractors, helping them refine their processes 
and enhance overall project quality. 
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1.2.2 Response to Sub-Section 5.2.3.2, Item #UA4 
NTT DATA employs a proactive and structured approach to detect high-risk and high-
urgency areas that may require subsequent deeper quality assurance (QA) analysis 
and risk assessment. Our methodology involves several key steps and utilizes a 
combination of tools and techniques to ensure comprehensive identification of 
potential issues. 
• Expert Consultation: Once project staffing is finalized, we engage with subject matter 

experts (SMEs) across various domains, including program management, technology, 
and specific business areas per project’s topic. These discussions are critical for 
gaining insights into the unique challenges and risks associated with each project task 
group, as experts can provide valuable context regarding potential vulnerabilities and 
operational concerns. 

• Schedule Review and Forward Planning: We analyze upcoming project schedules to 
identify critical milestones and deadlines. By reviewing the timelines, we can 
anticipate areas that may pose higher risks due to tight deadlines, resource 
constraints, or complex interdependencies. This forward-looking approach allows us to 
proactively address potential issues before they escalate. 

• Risk Assessment Framework: NTT DATA employs a risk assessment framework that 
categorizes risks based on their likelihood and potential impact. This framework helps 
prioritize areas that require immediate attention and deeper analysis. High-risk areas 
are flagged for further investigation, allowing our QA teams to focus their efforts 
where they are needed most. 

• Data Analysis Tools: We utilize data analysis tools to monitor project metrics and 
performance indicators continuously. By analyzing historical data, defect trends, and 
testing results, we can identify patterns that may indicate underlying issues. This data-
driven approach enhances our ability to detect high-risk areas and informs our 
decision-making process.  

• Regular Risk Review Meetings: We facilitate regular risk review meetings with project 
stakeholders to discuss identified risks, potential impacts, and mitigation strategies. 
These collaborative sessions ensure that all team members are aware of current risks 
and can contribute to developing effective solutions. 

• Continuous Monitoring: After identifying high-risk areas, we implement continuous 
monitoring processes to track the effectiveness of mitigation strategies and assess any 
changes in risk levels over time. This ongoing vigilance allows us to adapt our QA 
analysis and risk assessments as needed.
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CalSAWS aims to foster a collaborative environment with stakeholders, including state 
agencies, counties, and community-based organizations, to ensure transparency, 
effective communication, and informed decision-making. Technological innovation will 
embrace leveraging advanced technologies such as AWS cloud architecture, Service 
Oriented Architecture (SOA), and microservices to enhance system performance, 
security, and adaptability. 
 
CalSAWS intends to implement rigorous Quality Assurance (QA) processes to increase 
reliability and effectiveness of the future system, including independent testing and 
continuous improvement. This understanding serves as a starting point for our proposed 
services, where we aim to align our expertise and resources We will work collaboratively 
with CalSAWS to address and remedy these identified gaps through our defined 
methods and QA approach, as detailed below. 
 

 
Figure 15. Our approach is designed to support Customer Outreach and 
Communication 
 
NTT DATA’s QA approach is strategically designed to support the evolution and 
advancement of the customer outreach and communication that is sought by 
CalSAWS. Our methodology emphasizes several key factors and creates a unified, 
efficient, and user-friendly system for delivering public assistance services: 
• Stakeholder Engagement: Central to our QA approach is the active engagement of 

stakeholders, including users, community organizations, and service providers. By 
involving these groups in the QA process, we ensure that their feedback and insights 
are integrated into the development and refinement of outreach and 
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communication strategies. This collaboration fosters a sense of ownership and ensures 
that the services are responsive to the needs of the community. 

• User Centered Testing: Our QA processes incorporate user centered design 
methodologies by ensuring traceability between user needs, pain points, and 
preferences and desired testing outcomes. This is an iterative process that involves 
conducting usability testing and gathering user feedback to confirm that systems, 
communication materials, and outreach are successful in achieving the intended 
outcomes and objectives. 

• Continuous Improvement: NTT DATA is committed to a culture of continuous 
improvement. We regularly analyze performance metrics, user feedback, and 
communication outcomes to identify areas for enhancement. This iterative process 
allows us to adapt outreach strategies in response to changing community needs and 
emerging best practices, ensuring that the communication approach remains 
effective and relevant. 

• Integrated Communication Strategies: Our QA approach supports the development 
of integrated communication strategies that leverage various channels and platforms 
to reach diverse populations. By assessing the effectiveness of different 
communication methods, we recommend tailored strategies that enhance 
engagement and accessibility, ensuring that all eligible individuals and families are 
informed about available services. 

• Training and Support: We recognize the importance of equipping staff with the 
necessary skills and knowledge to effectively communicate with the community. Our 
QA initiatives include the evaluation of training programs and resources that 
empower staff to engage with customers confidently and compassionately, 
reinforcing the values of dignity and respect in service delivery. Based on our findings, 
we can recommend additional training and their curriculum and further support 
CalSAWS for the training delivery. 

• Monitoring and Evaluation: NTT DATA implements robust monitoring and evaluation 
processes to assess the impact of outreach and communication efforts. By 
establishing key performance indicators (KPIs) and regularly reviewing outcomes, we 
ensure that the outreach strategy is achieving its intended goals and making a 
positive impact on the community. 

 
Through these key factors, NTT DATA’s QA approach not only supports the ongoing 
evolution of the Customer Outreach and Communications approach but also 
contributes to the overall vision of enhancing the accessibility and effectiveness of 
public assistance services.  
 
Kelly Micka, our Functional Lead, brings over 30 years of experience in public assistance 
programs, including child support, Medicaid, Integrated Eligibility and Health 
Information Technology, especially in regulatory compliance and optimized workflows, 
and more than 25 years managing IT projects for government system modernization. 
Her expertise in regulatory compliance, quality assurance, and workflow optimization 
drives innovation and continuous improvement. Kelly excels in stakeholder 
engagement, governance development, feasibility studies, and organizational change 
management, all of which align with NTT DATA’s QA approach and commitment to 
enhancing public assistance services for evolving community needs. 
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Provide demonstrated examples from previous QA projects as applicable. 
UA7 The Consortium has identified a number of key vision elements within its recent 

procurement documents. 
Describe the key factors within your QA approach that will support the 
adoption and evolution of User Centered Design and the User Experience 
within CalSAWS. 
Provide demonstrated examples from previous QA projects as applicable. 

UA8 The Consortium has identified a number of key vision elements within its recent 
procurement documents.   
Describe the key factors within your QA approach that will support the 
evolution and advancement of Automated Regression Testing within CalSAWS. 
Provide demonstrated examples from previous QA projects as applicable. 

UA9 The Consortium has identified a number of key vision elements within its recent 
procurement documents.   
Describe the key factors within your QA approach that will support the 
evolution and advancement of DevSecOps within CalSAWS. 
Provide demonstrated examples from previous QA projects as applicable. 

 
NTT DATA’s QA methodology begins on “day one” of a project and extends across the 
Software Development Lifecycle to identify and mitigate risks, shorten feedback loops, 
and improve delivery quality. Our approach emphasizes collaboration, transparent 
governance, and measurable outcomes tailored to CalSAWS’ delivery model 
(waterfall, agile, or hybrid) and coordinated with Consortium partners. 
 
We “pull forward” risk identification by participating in SCRs and design reviews to 
prevent defects upstream. Our QA practice champions User-Centered Design and the 
overall User Experience (including accessibility), with concrete examples of methods 
and results. We evolve and advance Automated Regression Testing within the 
approved tool chain to increase coverage and speed while maintaining evidence-
based reporting.  
We strengthen DevSecOps practices across environments and releases, integrating 
security considerations throughout the lifecycle and illustrating the approach with 
proven examples. 
 
Our proposed Software Development Lifecycle services are complete and executable 
without reliance on AI. If or when approved by CalSAWS, our team can activate 
optional, human-in-the-loop AI enhancements for QA to responsibly accelerate select 
activities.  Please refer to Section 1.3.1, subsection 5.2.3.3 for additional information. 
 
1.3.1 Response to Sub-Section 5.2.3.3, Item #UA6 
NTT DATA is recognized as a market leader in proactive QA for large-scale public sector 
technology projects. Our leadership is demonstrated through our ability to embed QA 
activities early and consistently throughout the software development lifecycle (SDLC), 
setting the standard for risk identification, mitigation, and continuous improvement. 
 
Unlike traditional QA approaches that focus on post-development inspection, NTT 
DATA’s methodology is built on the principle that quality must be engineered into every 
phase of the SDLC. We leverage our proprietary Quality Advantage framework, which 
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combines industry best practices, lessons learned from decades of state and federal 
engagements, and a robust set of assessment tools and checklists. This enables us to 
anticipate and address risks before they impact project outcomes, ensuring that our 
clients benefit from reduced rework, accelerated timelines, and higher stakeholder 
satisfaction.  
 
Our leadership is further evidenced by our track record of success across multiple states 
including New York, Illinois, New Hampshire, and where our proactive QA approach has 
resulted in measurable improvements in project delivery, compliance, and system 
adoption. We routinely serve as both QA and IV&V partners, providing services that go 
beyond standard QA to include risk register management, lessons learned 
documentation, and continuous process improvement initiatives.  
 
Key Differentiators: 
• Early Risk Identification: We “pull forward” risk detection to the earliest possible point in 

the SDLC, leveraging structured checklists and collaborative planning to minimize 
costly late-stage corrections. 

• Established Methodologies: Our Quality Advantage framework is recognized for its 
repeatability, scalability, and alignment with state and federal standards. 

• Continuous Communication: We foster open stakeholder engagement, ensuring that 
expectations are clear and risks are addressed collaboratively. 

• Comprehensive Assessment Tools: Our QA checklists and templates are tailored for 
each client, supporting rigorous monitoring and compliance. 

• Demonstrated Success: Real-world examples from New York, Illinois, and New 
Hampshire showcase our ability to deliver high-quality outcomes and support federal 
certification. 

 
We agree with the Consortium that there is a historic tendency of QA being 
implemented at the end of the development process, leading to the identification of 
defects and risks too late to mitigate effectively.  As W. Edwards Deming famously 
wrote, “"Quality comes not from inspection, but from improvement of the production 
process."  NTT DATA emphasizes a proactive QA strategy that is based on identifying 
potential risks as early as possible, identifying recommendations to mitigate such risks 
through process improvement, training, or other methods, and thus avoiding the 
escalation of such risks into costly issues that delay or prevent meeting key milestones to 
the ultimate detriment of Californians. 
 
NTT DATA’s Quality Advantage methodology provides a robust and current set of 
processes, checklists, and tools for quality management that align with industry 
standards and best practices.  It identifies lessons learned and risk mitigations for issues 
that are commonly encountered in State projects, necessitating the establishment of 
proactive QA activities in all SDLC phases.  A key component of this proactive QA 
approach is continuous monitoring and feedback, which fosters an environment where 
risks can be identified and addressed swiftly. This not only enhances product quality but 
also streamlines the development process, reducing time and costs associated with 
late-stage corrections. 
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NTT DATA implements various Quality Advantage assessment checklists that provide a 
structured approach to monitoring and assessing the various phases of the SDLC. These 
checklists are tailored by our QA teams to meet the specific requirements and 
expectations of each State client, enabling teams to analyze and identify deficiencies, 
risks, and issues early in the process in a way that is fully aligned with that State.  NTT 
DATA has utilized Quality Advantage checklists across all of our HHS QA projects to 
perform QA reviews of vendor deliverables and to ensure compliance with specific 
contract and business requirements. 
 
The Quality Advantage checklists also provide projects with consistent benchmarks to 
apply industry accepted standards and best practices, making it possible to monitor 
and assess processes and deliverables through the various phases of the system 
development life cycle. By placing an emphasis on instilling quality into planning and 
assessment documents, the entire project will benefit because issues and discrepancies 
are addressed early in the project when the cost of clarification and correction is 
minimized. Following is our approach to “pull forward” risk identification. This has been 
successful in new projects just starting the DDI project or with projects in M&O.  Figure 18 
provides an overview of our risk identification and mitigation process.  

 
Figure 18. Our recommended approach to “pulling forward” SDLC risk identification 
 
Checklists address a broad range of project elements including resource management, 
tasks, deliverables, deliverable acceptance criteria, issues and risks, communication, 
systems management, scope and requirements management, user acceptance 
testing (UAT), training, system acceptance and quality management. Our NTT DATA 
Team has access to a repository of checklists that align to Integrated Eligibility projects 
and are already in compliance with any industry and federal standards. These 
checklists are shared with the Consortium to first gain an understanding of what our 
teams will be reviewing, but to ensure there are not other areas that need to be 
included. Following is an example Disaster Recovery checklist.  
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1.3.3 Response to Sub-Section 5.2.3.3, Item #UA8 
NTT DATA’s Quality Assurance (QA) approach to supporting the evolution and 
advancement of Automated Regression Testing within the CalSAWS project is based in 
our Quality Advantage methodology. The adoption of automated testing techniques is 
critical for enhancing the efficiency and reliability of software development processes, 
and NTT DATA is committed to integrating these practices effectively.  For example, our 
PMO Team for the Illinois Integrated Eligibility System (IES) employed our methodologies 
to provide valuable oversight and guidance to the State in the implementation of 
Automated Regression Testing solutions. 
 
A key factor in NTT DATA’s QA approach is the use of established automated testing 
tools that facilitate comprehensive test coverage across all phases of the software 
development lifecycle. NTT DATA employs a tailored approach where our Subject 
Matter Experts evaluate the State’s SDLC documentation, technology stack 
compatibility, and client specific requirements as key inputs on making 
recommendations for tool selection. While we have deep experience with industry-
standard tools such as UFT, Selenium, and Cucumber, we do not apply a one-size-fits-all 
model. Instead, we conduct tool feasibility assessments and proof-of-concept exercises 
to determine the most effective solution for each engagement. 
 
For example, in the Illinois IES project, multiple automation frameworks were evaluated 
before settling on a Cucumber/Selenium combination, which aligned best with the 
client’s UAT success criteria and agile development practices. Similarly, our QA teams 
regularly collaborate with oversight and PMO teams to align tool usage with evolving 
testing strategies and CI/CD integration needs.  
 
Our recommendations are informed by: 
• Project maturity and methodology (Agile vs. Waterfall) 
• System architecture (transactional vs. non-transactional) 
• Tool compatibility with existing SDLC and test management platforms 
• Tester skill levels and automation experience spectrum 
• Long-term maintainability and scalability of the automation framework 
 
Specific to the selection of potential regression tests to automate, we recommend 
based on either the depth and breadth of the progressive testing effort, or in the case 
of a solution migration, we recommend based on an analysis of the legacy testing 
strategy, depending on the quality of the legacy test bed. 
 
Collaboration with stakeholders, including the IES PMO team, plays a crucial role in the 
successful implementation of automated testing. Regular communication and 
alignment with project objectives enable NTT DATA to recommend a fully tailored 
automated testing strategy that will meet the specific needs of the CalSAWS initiative. 
This includes recommendations for best practices and approaches that allow for real-
time feedback and immediate identification of issues. 
 
These engagements included integration of automated regression testing into CI/CD 
pipelines, use of behavior-driven development frameworks, and deployment of 
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reviewers, our security experts are embedded within delivery teams, collaborating 
directly with developers, testers, and business analysts throughout each sprint and 
release cycle. This hands-on involvement means security considerations are addressed 
proactively, from design and architecture through implementation and deployment, 
rather than being retrofitted or reviewed after the fact or out of context. 
 
Our experience demonstrates the value of this approach. For example, in our technical 
QA oversight of the Idaho MMIS Modernization Project, we developed and 
implemented processes and checklists for assessing vendor compliance with secure 
coding and NIST standards from the onset of the project.  This served to report and 
escalate any identified gaps to ensure remediation before work progressed to a 
subsequent phase. The Illinois Integrated Eligibility System (IES) project serves as a prime 
example of NTT DATA’s successful implementation of DevSecOps principles. In this 
project, NTT DATA worked closely with the IES State team to integrate security 
assessments into the development process, utilizing automated tools for continuous 
security testing.  
 
This proactive stance helped identify vulnerabilities early, allowing for timely 
remediation and ensuring compliance with federal and state security standards. These 
engagements illustrate how our QA methods advance DevSecOps practices while 
providing the client with independent, actionable assurance. 
 
A fundamental aspect of NTT DATA’s approach is the effective and ongoing 
collaboration between development, security, and operations teams. This collaboration 
fosters a culture of shared responsibility for security across all project participants. NTT 
DATA employs methodologies such as the Scaled Agile Framework (SAFe), which 
incorporates built-in quality processes that enhance transparency and break down silos 
between teams. This integrated approach allows for continuous feedback and iterative 
improvements, enabling teams to quickly adapt to changing requirements and security 
threats.   
 
Continuous monitoring and risk assessment are central to NTT DATA’s QA approach in 
DevSecOps. Regular risk assessments, coupled with the use of automated security tools, 
help maintain a robust security posture throughout the project lifecycle. NTT DATA 
employs exception-based assessment reports that provide actionable insights and 
recommendations for continual improvement, ensuring that the security measures 
evolve alongside the project. 
 
NTT DATA’s key differentiators in advancing DevSecOps within CalSAWS include: 
• Integrated Security Practices: Security is embedded throughout the development 

lifecycle, ensuring vulnerabilities are identified and addressed early. 
• Collaboration Across Teams: Promoting a culture of shared responsibility for security 

among development, security, and operations teams enhances project outcomes. 
• Proven Methodologies: Utilization of frameworks like SAFe ensures transparency and 

fosters collaboration, breaking down silos between teams. 
• Automated Testing and Monitoring: Implementation of automated tools for continuous 

integration and security testing streamlines processes and enhances overall security. 
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and TestComplete are commonly used to facilitate automated functional, 
regression, and performance testing and support various programming languages 
and frameworks, ensuring compatibility with the existing technology stack. 

 Automation Framework Development: We develop a comprehensive automation 
framework that provides a structured approach to test automation. This framework 
includes guidelines for test script development, execution, and maintenance, 
ensuring consistency and reusability across test cases.  

 Automating Repetitive and Regression Tests: We focus on automating repetitive test 
cases, particularly regression tests that need to be executed frequently throughout 
the development lifecycle. By automating these tests, we significantly reduce 
manual effort and the potential for human error. This allows the QA team to run 
extensive test suites quickly, ensuring that new code changes do not adversely 
affect existing functionality. 

 Integration with CI/CD Pipelines: Our teams have advised several states on best 
practices for automation and for integration with Continuous Integration/Continuous 
Deployment (CI/CD) pipelines, most recently in Arizona.  CI/CD integrations enable 
automated tests to run automatically whenever new code is committed. This 
integration allows identification and resolution of issues early in the development 
process.  We most recently advised the State of Arizona. 

 Focus on Complex Scenarios: With the reduction of manual testing efforts through 
automation, the QA team can concentrate on more complex testing scenarios that 
require critical thinking and analysis. This includes exploratory testing, performance 
testing, and security testing, which are essential for reliability of the application. 

• Risk-Based Testing: Our testing approach is guided by risk assessment and prioritizing 
test cases based on their potential impact on system functionality and user 
experience. This enables our NTT DATA Teams and Consortium Resources to have a 
strategy for focusing on the right test cases at the right time. Concentrating on high-
risk areas allows us to thoroughly test critical components and enhance the overall 
effectiveness of the testing process while conserving resources. Our approach 
includes: 
 Risk Assessment Framework: We begin by conducting a thorough risk assessment to 

identify and evaluate potential risks associated with the application under test, 
including the complexity of features, historical defect data, user feedback, and the 
criticality of different components to overall system performance. By categorizing 
risks, we can prioritize our testing efforts accordingly. 

 Prioritization of Test Cases: Based on Risk Assessment, we prioritize test cases that 
address high-risk areas and cover critical functionalities, such as core business 
processes, user authentication, data integrity, and system integrations. This allows us 
to focus on the most crucial components of the application and reducing the 
likelihood of significant issues arising in production. 

 Test Case Design and Development: Our test case design process incorporates risk-
based testing principles. We develop detailed test cases that not only validate 
expected outcomes but also explore edge cases and potential failure scenarios to 
uncover defects that may not be identified through standard testing practices. 

 Dynamic Test Execution: During the testing phase, we employ dynamic test 
execution strategies that adapt to the findings from ongoing risk assessments. If new 










